Team captainmorgan consisted of beist and adc. A few other members were unable to make it. 

Locking down the machine

-------------------------

We were given Ubuntu 8.04. First thing we did was upgrade to the current version.

Then we proceeded to remove all services. Upgrading was a synch, "apt-get ...". 

And we rebooted for the kernel updates and to ensure all extra services were removed.

All unnecessary setuid binaries were made non-suid.

On the networking front, ARP spoofing was a concern. It's easy enough to spoof MAC addresses

but we hardcoded some IPs in /etc/ethers just in case. After the games crashed we forgot

to restart our packet logs. But from what we observed in the first day of open season no

ARP spoofing seemed to be happening.

Expecting to give out a local shell sooner or later, we created an extra account and 

group and ran all services with a user in the lolcats group. All executable targets we could

find were made group non-executable by lolcats. This stops people from executing arbitrary prorams

if they do have a shell on the machine. This breaks a few services, so we determined which 

executables were needed and enabled them.

/home, /tmp, and /var/tmp were mounted no-exec, no-suid using loopback interfaces.

dd if=/dev/zero of = tmp.fs bs=1024 count=1000000

mke2fs ./tmp.fs

Add "loop,noexec,nosuid,rw" to a new fstab entry for /tmp/ 

and mount /tmp/.

We found all world-writeable directories with find / -perm -2 -type d

(aside: Ubuntu keeps /dev/shm as executable...)

The 3 services we ran were

1) mordor MUD    (had a few traversal bugs among others)

2) vsftpd        (up to date)

3) apache        (up to date)

We also backdoored our own machine so we could quickly regain access in case we messed up in some way.

-----------

Gameplay

Then the week came and for the most part we were absent from the game. 

We did poke around a bit when we could.

We managed to pop a shell on 2/3 of team absolut's games. Their servies were running in freebsd jails,

unfortunately.

Team absolut was also actively trying to backdoor users on the gateway. 

They had slightly modified their sshd handshake. 

To connect to team absolut services the following changes needed to be made to openssh 

in sshconnect.c 

< IIif (strncmp(buf, "SSH-", 4) == 0)

---

> IIif (strncmp(buf, "COWSGOMOO-", 4) == 0)

439c440,441

< Iif (sscanf(server_version_string, "SSH-%d.%d-%[^\n]\n",

---

> Iif (sscanf(server_version_string, "COWSGOMOO-%d.%d-%[^\n]\n",

487c489,490

< Isnprintf(buf, sizeof buf, "SSH-%d.%d-%.100s\n",

---

> Isnprintf(buf, sizeof buf, "COWSGOMOO-%d.%d-%.100s\n",

Beist also managed to backdoor livinded 

-rwsr-sr-x 1 livinded livinded 701808 2008-05-17 23:46 bash

"1) modify livinded's .bashrc - add path special directory (ex: /home/beist/faked_binary) to $PATH

2) and make a program that confirm the password to user, but it's not true it's just fake

3) then, log the password

"

And sure enough, it worked. We didnt manage to get a sudo/su on absolut from livinded -> root. 

By then livinded had finally reversed beists programs and team absolut backdoored captainmorgan's backdoored shells,

gaining beist's account on the gw. 

We were looking forward to more gameplay on the weekend when the games ended.

---------------

Future thoughts:

    Logging in as non-root adds another barrier for social engineering attacks. Private keys on the

    gateway are detrimental

    It would be a good idea to disable shutting down or rebooting the OS in a straight-forward way.

    For all people performing social engineering attacks, beware of the backdoors your program drops.

    Check those hashes and file sizes, because it could be someone backdooring you. 

